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CYBERSECURITY AND DATA PRIVACY

On March 10, 2016, the Federal Communication Commission (FCC) released its proposal for new, sweeping 
privacy rules that would apply to internet service providers (ISPs). According to the FCC, the rules are designed 
“to ensure consumers have the tools that they need to make informed choices about how and whether their 
data is used and shared” by ISPs. Amongst other things, the proposed rules would require ISPs to take steps to 
protect customer data, clearly disclose to customers how their data is being used, and to notify customers and 
the FCC promptly after discovering a breach. 

On the security front, the proposed rules would require ISPs to adopt risk management practices; institute 
personnel training practices; adopt strong customer authentication requirements; identify a senior manager 
responsible for data security; and take responsibility for use and protection of customer information when 
shared with third parties.

The proposal also contains some benefits for ISPs. For example, ISPs would be expressly allowed to use 
consumer data for certain purposes without obtaining express consent. For example, any customer data 
“necessary to provide broadband services and for marketing the type of broadband service purchased by 
a customer would require no additional customer consent beyond the creation of the customer-broadband 
provider relationship.” ISPs will be allowed to use customer data for those purposes unless the customer 
affirmatively opts out. Any other uses of the customer data, on the other hand, would require that the customer 
affirmatively opts in. 

The proposed rules will only apply to ISPs, and not to individual websites (i.e. Twitter, Facebook, etc.). The FCC 
is scheduled to vote on them at its upcoming meeting on March 31, 2016. The FCC’s fact sheet summarizing the 
proposed rules can be accessed at http://transition.fcc.gov/Daily_Releases/Daily_Business/2016/db0310/
DOC-338159A1.pdf.

For more information, please contact Michael D. Billok, Clifford G. Tsan or Christopher J. Stevens. 

Michael D. Billok 518.533.3236 mbillok@bsk.com
Clifford G. Tsan 315.218.8252 ctsan@bsk.com
Christopher J. Stevens 518.533.3220 cstevens@bsk.com
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Bond, Schoeneck & King PLLC (Bond, we, or us), has prepared this communication to present only general information. This is not intended as legal advice, nor should you 
consider it as such. You should not act, or decline to act, based upon the contents. While we try to make sure that the information is complete and accurate, laws can change 
quickly. You should always formally engage a lawyer of your choosing before taking actions which have legal consequences. 
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